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Digital Signature

and how to trust electronic certificate in PDF file

According to ELECTRONIC TRANSACTIONS ACT B.E. 2544 (2001), any document
generated and/or transmitted via electronic channel as PDF file, company needs to provide a
supported system and mechanism to secure data integrity and ensure genuine of the
document.

In order to comply with regulation, document made by Registrar Office, Thamsmasat University

will show company name and company seal and OR Code on the PDF file, along with a digital

signature certified by trusted 3rd party entity (SECTIGO Company Limited), The PDF with digital
signature assures genuine and integrity of the document content.

This document provides instruction how to verify and trust the electronic certificate
with PDF reader application (Adobe Reader) and verify document by QR Code via mobile
application android or iOS.
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How to

trust electronic certificate

1. Open PDF file with digital signature \Jalud PDF fiflaneiduiines

2. Open Certificate detail \Unsngavidunlususesdiannsaiing

3. Check Certificate summary and detail #5339@0UT0LANINTLLAYI1EAZLDEAVDILUTUTES
ddnnsednd

4. Step to trust electronic certificate Tunaunisiinda (trust) Tususesdidnnseind

5. Check PDF with trusted certificate and digital signature #373g@aULN#1S PDF fflususes

& aa AV vo v
waraUURINeaNtASUNITIANGLA

Remark — This guideline uses Adobe Acrobat Reader Xl release as an example of PDF reader

application in general.
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1. Open PDF file with electronic certificate : td a'lWa pdf fidlususes
duannsading

When you open PDF file with untrusted digital signature, you may see a message about
the signature in PDF reader application. In order to remove this message, you need to trust
the electronic certificate according to the following steps.

dewWalud POF Afaedufdnoafidlilisunislinga (trust) aueaiutenuiieadu
aeduiimeatuuanslulusunsuswing POF Ssfanfonisladonuiioud audesduiuns

Fumaulinnglalususesdidnnsatindaudunousaludl

T COMLH- AT gl - fudoibe Randar R
Fie E@n Whw Wedew Help .

||_;. opes | d9) T B e = 1| nn | (e | e =] )R = Tooks | Fill &Sign | Comment |
S taleun oma signans hii preblerma. 5 Sgranse Paned

THAMMASAT UNIVERSITY
BANGHKOK, THAILAND
DFFHCIAL TRANSCRST OF RECORD
CLLEGE CF INSOVATIVE PBOCATion

oo o S o
NAME [RATE ADSITTEDY oW 1004

HATHINALITY THAE DATE COMERRED TEE 23, 2007
DEGHEE WARER &F £F[ENCE

AN TECHNOLOGY MAMAGEMINT

MINGHE -—

MINGE-T =

[ SR | COAURSE TITLE L CE cm, oC O COURSE. TITLE (=8 TF AL
B T T T e ——— -

TTOS01  FEIN OF DICWOMICE FOK TICE MOT I L

L .9
TP &% PEiR OF TICHEGLOGY MANANGEMENT 3.0 M A=
TP LI TECHMOLOGY EOOSOMICE 3.0 i.8
TT 613 FINANCEE & AT FON TECH SGT ¥.0 N
ba Ll BB %000 10.0IGF 3 MGR
M1 9.8 60T J2.@lar ). 3dora

SIAMTR J0d=r e s
TT 716 MABKETING FOE TECENOLOGY WGT 3.0 3.0 &
TT 747 MASUFACTUEING MAKAGEMINT 30 3.8 &
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2. Open Certificate detail : Wasiwazidealususasdiannsaiing

You can see more detail about digital signature by:
AasalnseasiBenlususedidnnselindldnutunaunslui;
1 Click on Signature side-bar button

2 Click on the digital signature record to expand more detail

(SN

Click on Signature Details

N

Click on Certificate Details

L 1204135-81077.pdf - Adobe Reader
File Edit View Window Help

Doren | R ES | [1]sa| (=) [aex[-] |

L:‘.;j' At least one signature has problems.

@ Signatures [44] [+]
& B+ Validate All
= =7 Rev. 1: Signed by sealreg.tuac.th 2
.ﬁ sagnature validity 13 unknown:
Document has mot been modified since this signature was applied
1 Signer's identity is unknown becawse it has not been included in your list of trusted certific
Signing time i5 from the clock on the signer's computer,
= Thanatire Nersile 3

Reason: Approved
Certificate Details... 4
Last Checked: 2020.04.22 11:05:48 «07'00"
Field: Scledffd-3734-497c-90ac-94c3e30ab30b (irnasible signature)

i i if Ve r
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3. Check Certificate summary and detail : mmaau%’agamwsqml,az

snvaziduavaslususasdiannsaiing

You can verify electronic certificate validity and issuer by checking summary and detail
of the certificate.
ANAINITOATIVAOUAIINYNABIVEITBYA waziunveslususesdidnnseind lnensivaeu

ToyannsuuLazazideavedluiuses

Centificate Viewer ot o)
Certificate Summa ry: This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry.
Show all certification paths found
- wner |
O = AddTrust Bternal CA Root Summary Details | Revocation | Trust ] Policies [ Leqal Notice
= USERTrust RSA Certifice
Office of the Registrar 5 Sectigo RSA Domair A seal.regtuac.th

sealreg.tuacth

Thammasat Un |Ver5|ty Issued by:  Sectigo RSA Domain Validation Secure Server CA

Sectigo Limited
- lssued by sy
Valid from: 2020704703 07:00:00 +07°00°
Sectigo CA Validto:  2022/04/10 06:59:59 +07°00°
e . Intended usage:  [Digital Signature, Encrypt Keys, Server
- Va[ldlty perIOd \Authertication, Client Authentication

| Export. ‘
« m ’
) The selected certificate path is valid.

The path validation checks were done as of the signing time:

2020/04/16 1400:52 «07°00°
Validation Model: Shell
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Certificate Details:

. . This dialog allows you to view the details of a certificate and its entire issuance chain. The details
- SHA1 digest of public key correspond to the selected entry.

|| Show all certification paths found

3F4ABAA1DC6926D88599D _ )
USERTrust RSA Certification £ | Summary  Details  Revocation | Trust | Policies | Legal Notice
= Sectigo RSA Domain Vale
OE8E2FAC15B2F721BD10 s vrelonen —
i Name Value -
! B0 Basic constraints  <see details>
Bl Keyusage Dagital Signature, Encrypt keys

Subject keyide...  <see details>
Authority keyi..  <see details> -
| B2 Public kev RSA (2048 bits) ‘g]

Uﬂ X509 data JUBZULALUB2USYAUUINLZNL ..

(=

ABE A S AR

WY WA——

|3F 4BAA1DC6926D88599D0ERE2F 4C15B2F 1218010

L) P y— ' |
) The selected certificate path is valid.

The path validation checks were done 33 of the signing time:
2020/04/16 14:00:55 +07'00°
Validation Model: Shell
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4. Step to trust electronic certificate : Junaunslinelalususes
a & a 4
alanNnIvdund
4.1 Click on ‘Trust’” tab

4.2 Click on ‘Add to Trusted Certificate...”

This dialog allows you to view the details of a certificate and its entire issuance chain. The details

correspond to the selected entry.
|| Show all certification paths found

5 AddTrust External CARoot| | Summary | Details | Revocation Trust  Policies | Legal Notice |
= USERTrust RSA Certifice
iz Sectigo RSA Domair This certificate is not trusted.
seal.regtu.ac.th
Trust Settings
®  Sign documents or data
K Certify documents
K Execute dynamic content that is embedded in 3
certified document
3 Execute high privilege JavaScripts that are embedded in
a certified document
#K  Perform privileged system operations (networking,
printing, file access, etc.)
| Add to Trusted Certificates...
4 I-’——m: »

Y The selected certificate path is valid.

The path validation checks were done as of the signing time:
2020/04/16 14:00:52 +07°00"
Validation Model: Shell
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4.3 Click ‘OK’ button to confirm trusting certificate

Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry.

| Show all certification paths found

5 AddTrust Extermal CA Root| | Summar:.r] Details [ Hmnﬁonl Trust | Policies ] Legal Motics |
= USERTrust R34 Certifics | ' '

= Sectigo R34 Dormair This certificate is not trusted.
sealreg.tu.acth

Trust Settings

® s gn docurments or data

Acrobat Security =3l
& Ifyou change the trust settings, you will need to revalidate ary signatures to see
F lk the change,

Trusting certificates directhy from a docurent is usualhy unaase. dre you sure
you want to do this?

0K |[ Cancel ]

o 4]}

Add to Trusted Certificates..

¥

," The selected certsficate path is valid.

The path validation checks were done as of the signing time:
020/04/16 14:00:52 «07°00°
Walidation Model: Shell

anlinvunzideudndnun
OFFICE OF THE REGISTRAR

l@www.reg.’ru.oc.’rh I o Registrar.TU I % 0 2564 4441-79



Vi

—

dnounsbaudnfnu
OFFICE OF THE REGISTRAR

4.4 Click ‘OK’ button to confirm trusting certificate for document with digital

signature

Certificate Details

Subject: seal.regtuacth
Issuer:  Sectigo RSA Damain Validation Secure Server CA,

Usage: Digital Signature, Encrypt Keys

Expiration: 4/3/2022 11:59:59 PM

(| Trust

A certificate used to sign a document must either be designated as a trust anchor or
chain up to a trust anchor in order for signature validstion to succeed. Revocation
checking is not performed on or abonve a trust anchor.

[¥] Use this certificate as a trusted root

If signature validation succeeds, trust this certificate for
[/] Signed docurnents or data
[7] Certified documents
[ ] Dymamic content
[ |Embedded high privilege JavaScrpt

1 Privileged syster operations {networking, printing, file access,
“etol)

Help | ok || concer |

4.5 Close all dialog box and restart pdf reader application
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5. check PDF with trusted certificate : ns298@ULNa1s PDF falususasil

Tasunstinngla

Once electronic certificate is trusted, please restart the application and open PDF with

digital signature again. Now the PDF reader shows signature panel as trusted signature.

dielususesdianusedndlasunistinsaudivelinadnlusunsueulvd POF waziUnluy

nase aznuinusunsusulid PDF wanstaaunatoduianealasuainulinngdanda

1.
—

B 12041 35-81 07 Tpl - Adabie Reader

Fia £t Vaw Widm Heb x

I_L'_:' opn | WP BSEAS|[0]sa][mx]-]] ] * Tools | Fill & 5ign | Comment
k£ Sgned and all signatures are valid. |5 Signature Panel

THAMMASAT UNIVERSITY
BANGKOK, THAILAND
COFFICIAL TRANSCRIPT OF RECORTY
COLLFEE GF 1SWOVATIVE EDUCATION

s so [ s
HAME RATE ADMIT TEDR L]

4
ATROMALITY THAl DATE CONFERRED: TER 33, 50&%
I GREE WASTEE OF SC10NCE -
MAMR TECHSOLET MANMGENERT
NG masa
MINDE F
oC N COUMSE TITLE CL CF GRADE| 00 O™ T OO TinE [ W= T

=essIKD SEMTSTIR JO04scsaconcmmosssomsmmsasmmn e emmn
TT 300 FEIN OF ICONCMICS FOR TECH MGT 2.8 0.0
TT &18 FEIS OF TECHNOLOGY MAMAGEMPNT 3.8 3.0 A~
TT 410 TECHMOLOGY ELONOMICE 3.8 3.0
TT 413 FESANCES ¢ A€C FOR TECH MGT 3.8 2.0
SIM:  9.0CL T.LCE  JX.GIEF 3. 560Fs
CUM:  9.0CL 9.0CE  JE.016F 3.5EGFE
L L s R
TT S MAREFTING FoR TRCHNGLOGY MET 3.8 1.8
FTOTET  MANUFACTUR S MANADEMENT 3.8 3.0
IM:  G.0CL G.OCE 340088 §.0DOF
£EM: 15800 13
e | Y RFMEETER 1003---- - ———
TT 11 MMM BFE + oS0 TICH W8T 2.8 )
TT Al KPS MITHOE & Ol avl FoR maT ¥ 1
BT OE TECHMBAOET FRGFECT MaMASTUEST 3.8 ),
4 2! LwE R b A n

£ SH.Q0GF 3.738Fs
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How to verify QR Code

1. Download wazRnsauaunaiady TU Docverify 310 App Store uag Play Store
Download and install TU Docverify application from App store and Play Store
2. T4lUsunsa TU Docverify @wni QR Code UULaNENS

Use TU Doc verify to scan QR Code on document

5 Document Verification

www.reg.tu.ac.th

I @) <
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3. M5298aUN15UaauLUad QR Code laangdaiuzinansluwaunandu

- Verified QR Code = ‘il'agaslu QR code gns’n’aq

TRANSCRIPT 10

sTupenT o [

FACULTY COLLEGE OF INNOVATION

MAJOR TECHNOLOGY MANAGEMENT

DEGREE MASTER OF SCIENCE
(TECHNOLOGY MANAGEMENT)

|GPAX 3.44
" GRADUATED YEAR 2006

[ —

1l (@) <
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- Expired QR = fayalu QR code Ligndavizavianaiy

'DOCUMUNTS VERIFICATION

4. Wisuisutayauuuaunaiaduiuenas

Verify data between TU docverify application and Document

r  Shinnun:doudnnen Iwww.reg.’ru.oc.’rhl ©) Registrar.TU I & 02564 4441-79



4

dunounzdauldndnu
OFFICE OF THE REGISTRAR

Thank You
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